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Introduction

My research interests lie in the area of Computer Systems. In particular, my work focuses on improving the
resiliency of systems with a special focus on cyber-physical, real-time and embedded systems (including IoT). A common
thread is to use the innate properties of such systems (viz., timing) to improve resiliency along the following lines:
1. Improve Security: integrating security as a first-class principle during design of, and behavior-based
intrusion-detection for, real-time cyber-physical systems (CPS).
2. Resilient Network Architectures: using software-defined networking for better management, improved QoS
guarantees and failure tolerance for CPS and IoT systems.
A cyber-physical system (CPS) is a system of collaborating computational elements controlling physical entities. Many such systems have real-time (RT) properties1 and find use in various safety-critical domains such as
avionics, medical devices, automobiles, power grids and other infrastructures, space vehicles, etc. The increasing complexity and inter-connectivity of such systems, as well as the proliferation of newer architectures, COTS
components and the Internet-of-Things (IoT) introduce new failures and communication problems. In addition,
systems that were previously considered to be invulnerable to security threats have now been compromised as
shown by recent attacks on industrial control systems [5], modern automobiles [3, 8], avionics systems [24] and
unmanned aerial vehicles (UAVs) [22]. Failures (both on the nodes and networks) and successful attacks in this
domain will not only lead to the loss of critical data but could also result in harm to human life, the environment
as well as critical infrastructures – this can even have serious implications for national security.
Hence, my research aims to analyze, model, design, deploy and manage computer systems (especially CPS/RT/IoT systems)
to make them more resilient (i.e., predictable and secure).
The impact of my research, thus far, can be summarized as follows:
1. My prior work on system composition (called “virtual integration”) reduces the complexity of designing
safety-critical CPS (e.g., avionics); since we collaborated with Rockwell Collins and Lockheed Martin on
this project, there is a good chance that this research will directly influence how future avionics systems are
designed. A workshop2 , based on this work run successfully for a few years. [Section 5].
2. Designers of CPS can (a) quantify (ahead of time) the effects of integrating security in legacy and future
systems and (b) ensure they more tolerant to intrusions and zero-day attacks. Some of these ideas were
applied to Android platforms by Qualcomm research as part of our collaboration. [Section 2].
3. Novel use of software-defined networks (SDNs) will enable better management of critical traffic in CPS,
thus reducing complexity and improving failure tolerance for such systems. We are currently working with
smart grid vendors and utilities to transition this work to their systems. [Section 3].
I am the PI for multiple grants, from NSF, ONR, DoE, NSA and industry. I actively collaborate with researchers
from the University of Illinois, University of Waterloo, Oregon State University, University of Michigan, Cornell
University, University of Wisconsin, University of Toronto, Visa Research and Boeing Research. In the past I’ve
worked with people from Air Force Research Labs, Qualcomm Research, Intel Research, NCSU, FSU, U Penn,
SEI-CMU, Microsoft Research, Lockheed Martin, Rockwell Collins and Massachusetts General Hospital.
Sections 2 and 3 present current (funded) projects while Section 4 is a discussion on future research ideas.
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Security for Real-Time CPS

One way to improve the resiliency of CPS is to ensure that attackers cannot compromise the safety of such systems.
On the other hand, cyber-physical systems are becoming increasingly complex, often opening up new attack
surfaces. Until recently, such systems (a) used specialized protocols, (b) were physically isolated from the external
world and/or (c) executed on specialized hardware. Now such systems are increasingly being connected to
each other, using COTS components, oftentimes using unsecured networks such as the Internet. Moreover,
adversaries are increasing in sophistication and are able to bridge air gaps. Zero-day attacks make these issues
much worse. Any vulnerabilities (and effects of attacks) in CPS differ from those of traditional enterprise systems.
1
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2.1

Integrating Timing-based Security in CPS

My work in this domain has three goals: (a) gain an understanding of the security issues that affect cyber-physical systems with real-time properties; (b) demonstrate how to integrate security requirements into such systems and (c) quantify
the effects of such integration so that designers of real-time systems can design the systems with security in
mind. At a low level, we look at the holistic integration of security into the design of real-time resource management
algorithms. This is particularly important since simply tacking on security mechanisms that provide confidentiality (e.g., encryption), integrity protection (e.g., message authentication) and availability (e.g., replication) without
considering the real-time and embedded nature of such systems will not be effective. We explore methods to
integrate security in two types of systems: (i) legacy and (ii) future systems.
Legacy Systems: A legacy real-time system (RTS) is one where modification or perturbation of parameters
(such as run-times, period, task execution order, etc.) for existing real-time tasks is not always feasible. Therefore,
any security mechanisms that are introduced not only have to co-exist with legacy tasks without violating their
real-time and safety constraints but also the parameters of such tasks cannot be adjusted to accommodate the security
tasks. Our work takes advantage of the slack between the execution of critical tasks to allow security tasks (e.g.,
Tripwire, Bro, etc.) to run [6]. This paper won the best student paper award at the IEEE RTSS 2016 conference3 and
was also listed in the outstanding papers list at the same venue. We also developed a metric4 that shows how
close our solutions were to a desired “monitoring frequency” – required so that the security tasks could work
effectively. We further generalized this to an adaptive framework, Contego [7], that can switch the security tasks
into an active mode5 when attacks are detected. Contego combines opportunistic execution with hierarchical
scheduling to maintain compatibility with legacy systems while still providing flexibility by allowing security
tasks to operate in different modes. We evaluated this work an ARM CPU running a real-time variant of Linux.
Future Systems: We focused on the problem of preventing information leakage in real-time systems. The leakage could occur through shared storage channels (e.g., caches) and be carried out either by covert or side channel
attacks. We focus on the resource management algorithms that are at the heart of most real-time systems. The
idea is to introduce notions of security into these algorithms and then quantify the effect of such change [17, 18]
by: (i) recasting security requirements as constraints on real-time scheduling algorithms and (ii) introduce the concept of
“flushing” shared resources to avoid the leakage of information through them. Hence, we are (a) able to reuse the
extensive mathematical tools already developed by the real-time community and (b) precisely quantify the effect
of integrating the security requirement – by analyzing the effects on schedulability4 . This was further generalized [20] to a new security model (“vendor-based model”) that can describe security relationships between any
two generic pairs of real-time tasks and was demonstrated on a hardware-in-the-loop UAV platform.
Designers of CPS can quantify the effects of security integration in their systems. I have received positive
feedback for this project from the research community, government sponsors and industry contacts.
Project funded by the Office of Naval Research (ONR) [$600K] and the National Science Foundation (NSF) [$500K].

2.2

Behavior-Based Intrusion Detection for Real-Time Systems

Quick detection of zero day intrusions, i.e., as soon as they happen (when they are still in the latent stages)
is important. One defining characteristic of CPS, especially those with hard real-time constraints is that they
are predictable by design. In fact, engineers extensively analyze CPS to gauge their performance profiles (e.g.,
execution times of tasks, scheduling of memory requests, interrupts, system calls and even I/O) in order to
capture the deterministic execution patterns of such systems. Any intruder must typically either add to or even
modify existing software or system state6 . Such actions will show up as changes to the aforementioned execution
profiles and this allows for the use of runtime detection methods.
We developed methods that use the properties of real-time CPS to detect inconsistencies in their behavior and hence
detect malicious actions. This is coupled with (a) the Simplex architecture [21] for detecting safety violations and
(b) an online, real-time, multicore-based monitoring system. This method is effective because any deviations from the
3
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The development of metrics for security is hard in general but headway can be made in specialized domains, as we demonstrate.
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previously analyzed behavior (for CPS), seen at runtime, is usually an indication of something going wrong7 .
Early work [30] used the worst-case execution time (WCET) of real-time code to detect intrusions. This was
extended to the Secure System Simplex Architecture (S3A) [12]. We used precise timing information for each of
the code paths in the real time task. A decision module, on a separate FPGA, would check whether the real-time
controller code was exceeding its ‘measured’ execution times. If so, control was immediately transferred to a
trusted controller (on the FPGA) that would then actuate the plant.
A statistical learning-based execution time profile and intrusion detection method was developed – it can detect, at
run-time, perturbations in execution time (due to variations
in inputs, programmatic paths, etc.) and account for their
causes [29]. We also developed an architectural framework
(“SecureCore” – Figure 1) for capturing the behavioral profiles and also detecting the intrusions at runtime.
To date, we have been able to show success using properties such as execution time [12, 29, 30], control flow graphs of
programs [1], system call distributions [26] and memory traffic [27]. The techniques were then extended to more general
Fig. 1: SecureCore Architecture.
purpose systems such as Linux [28]. We developed the above
methods in conjunction with machine learning/statistical analyses to obtain the behavioral profiles while adapting the SecureCore architecture for each signal/property that we monitor. We also demonstrated different methods of implementation – from pure software to separate FPGA boards, from architectural simulators (for the
multicore modifications) to softcores on FPGA fabric. This highlights the potential diversity for applicability in
a variety of systems. This idea has great potential and can improve the security of existing and future CPS.
I recently received funding from the Department of Energy to apply these techniques to detecting anomalous behavior
in distributed energy resources (DERs) e.g., pluggable electric vehicles, smart buildings, solar farms, etc. We intend
to apply the behavioral intrusion detection mechanisms to the communication protocols between the DERs and
aggregators (third party or utility-led entities that manage the charging/discharging of power for DERs).
This project is funded by the National Science Foundation (NSF) [500K].
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Software Defined Networking in Safety-Critical Cyber-Physical Systems

Software-Defined Networking (SDN) [11] changed networking concepts – especially network management and
maintenance – by decoupling the control plane from the data plane. SDN provides lot of flexibility and powerful
capabilities to many network applications, e.g., virtual machine migrations, traffic engineering, access control,
server load balancing, etc. My work focuses on how to adapt SDNs for use in safety-critical CPS.
Current SDN technology is not very good at reasoning about end-to-end delays for network flows across a
network (CPS with real-time requirements often require such guarantees for critical network packets). In early
work, we ensure that high priority flows in CPS and IoT systems (i.e., flows that require strict end-to-end timing
guarantees) can meet their requirements without interference from lower priority traffic [9]. This is a static
admission control scheme that over-provisions resources to meet the QoS and priority constraints. We also
tackled the issue of correctness of network updates in SDNs, especially in critical systems [10] – i.e., updating rules
for various flows in the network without breaking the security/isolation/institutional policies as set up by the
operators. A lack of consistency during the network update process can not only adversely impact the stability
and availability of the network (by causing transient black holes and loops) but also its security.
This work is based on funding from the Dept. of Energy (DoE) as part of the larger CREDC Center at UIUC.

4

Future Work

I plan to continue working in the Computer Systems area; in particular, improving the resiliency for CPS/RTS/IoT
systems by focusing on security, robust networking architectures and platform-level solutions. My immediate
7
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research focus will be,
1. Integration of Security in Real-Time Systems: the work described in Section 2 is just the tip of the iceberg. There
are other potential attack scenarios and solutions to be developed. In recent (early) work, we demonstrated
the existence of a new side channel in real-time systems [4]. Other early work [25] shows how randomization of
real-time tasks can thwart attackers. Another area ripe for research is that of multicore-based real-time systems
where leakage and side-channel attacks become more problematic. I intend to further explore these topics
and also demonstrate these attacks/solutions on realistic systems such as autonomous vehicles (e.g., UAVs).
Behavior-based Intrusion Detection: extend methods from Section 2.2 to other “signals” such as I/O, sensory
data, etc. Develop methods for multivariate analysis that will combine the various data streams to find hard
to detect anomalies. Analyze distributed CPS for characterizing “normal behavior” (e.g., flocks of UAVs) –
this project recently received funding from Boeing Research [$100K].
2. SDN for Safety-Critical, Real-Time & IoT Systems: develop mechanisms to ensure end-to-end timing and
bandwidth guarantees, isolation and fast failover (for increased resiliency in the face of node/link failures)
methods for use in cyber-physical systems. Mixing multiple priorities of traffic in SDN networks. Integrate
with realistic applications such as avionics and automobiles.
Extend the use of SDNs to IoT systems to provide QoS and security guarantees across wide-area networks – we
are collaborating with Visa Research to implement these ideas on IoT-based mobile payment systems.
In the longer term, I intend to work on (from medium to longer term as indicated),
1. Software Defined Control (SDC): developing manufacturing CPS of the future by applying lessons learned
from the SDN domain. At the high level, a global “controller” will coordinate the movement of parts8
through the plant. Develop high-fidelity modeling frameworks for the centralized controller, anomaly
detection mechanisms, automatic reprogramming and re-routing of the plant (in response to events like
failures, security incidents, etc.). Apply to distributed manufacturing systems. This was recently funded as an
NSF CPS “Frontiers” project [total: $4.25M, UIUC: $1.25M]. [Medium-term]
2. Isolation and Security for Lightweight Cloud Computing Systems: My work on security for real-time systems
provided insights on how hardware+software techniques can be used to improve the security for more
general purpose systems, viz., lightweight cloud computing systems [23]. As a result, we recently received
funding from ONR [total: $6.1M, UIUC: $1M] for improving the security of containers and operating systems – essentially, “de-bloating” code to reduce the attack surfaces in cloud systems by carrying out latestage (deployment-time) customization that reduces the size of the binaries and/or the OS. [Medium-term]
3. A Calculus of Trust for CPS: identify what it is that can increase/decrease trust in a CPS – either at the individual node level or among nodes in a distributed CPS (say a flock of coordinating UAVs). Develop a
mathematical framework for capturing/analyzing such trust relationships; develop trust-enhancing architectures for individual nodes as well as distributed CPS. [Longer-term]
Many of the solutions that we intend to develop for CPS can also translate to the Internet-of-Things (IoT) domain
– with the caveat that IoT systems have larger scale, greater diversity of component devices (often with more
limited resources), softer real-time guarantees and different interfaces. Hence, I intend to explore this domain
as well. Finally, I intend to work with various industry partners (from avionics, automotive, power systems,
medical devices, space vehicles, etc.) to apply all of these methods to realistic systems and transition to practice.

5

Prior Work: Virtual Integration & WCET Analysis of Contemporary Processors

[This section provides a brief overview of some prior projects. A more detailed listing of projects can be found in my CV.]
Virtual Integration: A typical large passenger aircraft contains hundreds of processors, thousands of software
tasks and many other hardware components. This presents a problem not just at the design stage but also during
the final system integration. I developed an end-to-end analysis framework (called virtual integration) [2, 15, 16]
to address these issues. This framework performs (a) WCET analysis, (b) schedulability analysis and (c) bus
delay analysis, ahead of time, on models of the hardware and software – before any concrete hardware/software
implementations exist. We collaborated with Rockwell Collins and Lockheed Martin who are applying these
8
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techniques to internal projects. Hence, it is likely that this work will affect the way avionics systems are designed
in the future since they simplify the task of the designers/architects of such systems. The ideas developed here
are also applicable to other cyber-physical domains, such as automobiles, medical devices, etc.
WCET Analysis for Contemporary Processors: [Dissertation Work] The worst-case execution time (WCET) of all
component tasks in a real-time is a critical piece of information for system designers. WCET estimation is a nontrivial task due to the complexity of processors, non-determinism of input sets, etc. Hence, there is a lack of WCET
analysis techniques for processors with modern architectural features such as out-of-order (OOO) processing,
multicore architectures, etc. I developed novel techniques to analyze modern processors with advanced architectural
features, viz. OOO execution [13, 14]. The concept was also implemented on a Xilinx Virtex 5 FPGA [19] board to
show that it can be realized in actual hardware. The CheckerMode work ensures that designers of such systems
can now use contemporary processors with increased processing power and low power consumption.
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